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System Overview

Introduction

The purpose of this California Firearms Licensee Check (CFLC) User Guide is to provide
instructional information about use of the application. The material focuses on tasks
performed by the firearms shipper and will provide step-by-step instructions on how to
accomplish those tasks using CFLC.

What is CFLC?

As of July 1, 2008, California Penal Code Section 12072(f)(1) prohibits all Federal
Firearms Licensees (FFLs) from shipping firearms to an FFL in California unless, prior to
delivery, the FFL intending to deliver, sell or transfer the firearm obtains a verification
approval number from the California Department of Justice (CADOJ) Bureau of Firearms
(BOF). This includes transfers that occur at gun shows. The verification approval
number, which BOF provides in a Firearms Shipment Approval letter, confirms that the
intended recipient of the firearm shipment is properly licensed and listed in the state's
database of persons/entities authorized to receive firearm shipments. If the intended
CA FFL recipient is not listed in the state's database, the transaction will result in a Do
Not Ship letter, and it is a crime for the intended recipient to receive the firearms (Penal
Code Section 12083(c)(1)).

The BOF offers impacted FFLs an Internet application called California Firearms
Licensee Check (CFLC) that is available 24 hours a day, 7 days a week to obtain
Firearms Shipment Approval letters. The CFLC application provides firearms shippers
the ability to self-enroll as users of the CFLC application and maintain their enrollment
information. Once enrolled, CFLC application users can request a Firearms Shipment
Approval letter as required by California law.

This CLFC application user manual contains detailed instructions for enrolling in the
CFLC internet application and requesting Firearms Shipment Approval letters.
Conventions Used Throughout This Online Guide

Error recovery techniques or features that could be missed are marked with the pointer
symbol. L&~

To highlight a button or other control, we show a picture of the application page with
only the control relevant to the instruction highlighted.



Intended Audience

The intended audience for this document includes Firearms Shippers who want to enroll
or who are enrolled in the CFLC system.

If the Browser Crashes

Browsers can terminate unexpectedly for various reasons including power failures
and operator error.

If the browser closes unexpectedly while you are viewing the CFLC Main Menu page,
the enrollment page, a search page, or viewing a Listee's information, no work is lost
and no recovery is needed.

(= If the browser closes unexpectedly while you are enrolling or updating your
enrollee information, unsaved changes will be lost. Log into the application and confirm
that your changes were stored. If the changes you entered were not stored, you will
have to enter them again.



Technical Requirements

The CFLC Application is intended to work with most standard personal computers. At
a minimum the personal computer must be outfitted with a modern web browser that
meets the web standards.

& If you experience display difficulties, you may benefit from installing the latest
version of either Firefox or IE.

& If your web browser blocks pop-up windows (pop-ups) it is necessary to add the
CFLC application server to the list of sites for which pop-ups are allowed. Your internet
provider may be able to help if you are unsure of how to modify your browser settings.



Navigation Within CFLC

The CFLC application is a web-based application. This means that it is accessed
through your web browser in the same manner that you would access any web site.
There is one important distinction between web sites and web applications however,
and that concerns the use of the browser navigation buttons. The browser navigation
buttons built into the browser, as shown in Figure A, below, allow you to navigate
forward and backward through web site pages, and to refresh a page. These buttons
must not be used to navigate within the CFLC application.

Figure A - Browser navigation that should not be used in CFLC

+Z} California Firearms Licenzee C

File Edit Wiew Fawarites  Toal

EEECHE )]

ack and Forward buttons  Refresh button

= Note: Use only the CFLC application menus and buttons that are on the
application's pages, such as those shown in Figure B, and not those built into the
browser.

Figure B - CFLC navigation buttons

Back || Submit || Refresh || Main Menu




Session Timeout

(& For security reasons, if the CFLC application does not detect any activity for 15
minutes, the message shown in Figure C, below, will display on the Log In to CFLC
page. You must log in to the CFLC application.

Figure C - CFLC session timed out message

State of Califarnia + Depariment af Justice « Edmund G, Brawn Je,, Attorney General
AG HOME PAGE CONTACT US HELF
* Indicates Required Field Masrch 05, 20400

@ Your session has timead aut.

Log In to California Firearms Licensee Check (CFLC)



Contact Us

To find information about contacting the California Department of Justice, Bureau
of Firearms, use the' CONTACT US' link (see Figure D below). The Contact Us page
will open in a new window (see Figure E below).

Figure D - Contact Us link

CONTACT U5 | HELP LOGOFF

Figure E - Contact Us pop-up
CLOSE [X]

Contact Us

If you have any questions or are experiencing problems using the
California Firearms Licensee Check system (CFLC) please refer to the
Frequently Asked Questions page or contact us.

By phone:

Bureau of Firearms

Firearms Licensing and Permits Unit
(916) 263-4887

By email:

Mote: this link will open an email window if you have a mail service
configured for use with your browser.

dojcfic@doj.ca.gov

Frequently Asked Questions (FAQ) page:
Note: the page will open in a new window.

FAQ page B

Close x|

Click 'Close' to remove the Contact Us information from the screen.
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CFLC Site Security

For security, the CFLC application is located on a secure website. Each time you attempt
to go to the CFLC application after entering the CFLC website address, a Security Alert
page displays as shown in Figure F (as seen in IE) and Figure G (as seen in Firefox),
below.

This certificate is needed to turn on the encryption for the CFLC website.

(& Click the 'Yes' or 'OK' button to proceed to the CFLC Login Page.

Figure F - Security Certificate prompt as displayed by IE browser

Security Alert

Figure G - Security Certificate prompt as displayed by Firefox browser
webzite Certified by an Unknown Authority

A




New Enrollees

Enroll in CFLC

The default page for CFLC is the Login page. If you have already enrolled in CFLC,
proceed to log in to the application as described in Logging in to CFLC. Otherwise, click

the 'enroll in CFLC' link at the top of the page under "Not yet enrolled in CFLC?" (see
Figure 1).

Flgure 1 - link to enroll in CFLC

DATENT
% Officeofihe s
b B Attorne General
State of California « Department of Justice » Edmund G. Brown Jr., Attorney Gensral
AG HOME PAGE CONTACT US HELP
* Indicates Required Field March 05, 2009

Log In to California Firearms Licensee Check (CFLC)

MNat yet endolled in CFLC?

Emrpdled CFLT usars [tk Liogin mngl Paasaoeg inlprmangn|
*Lowgin 1D {frst 3 snd kst 5 digks of FFL romber

I_ I_;::or-u i - [—

e - X - X - X - 2SS

! Fiorgeold Pasirwond ™ [Wigw ingrgiices]

Pease click butions ooy once. Wulliples cicks wil delry processing

Submit || Ctaar!-‘arm|

Dere T T T e et [EYC e

The application will display the CFLC Enrollment Guidelines page as shown in Figure 2.

If you have all of the required information, click the '‘Continue’ button. The application
will display the Enroll in CFLC page, as shown in Figure 3.

If you do not have all the required information, click the ‘Cancel' button. The application
will return you to the CFLC Log in page.

12



Figure 2 - CFLC Enroliment Guidelines Page

Department of Justice » Edmund G. Brown Jr., Attorney General

VERSIOH

March 05, 2009

CFLC Enrollment Guidelines

You will need the foliowing information Trom your valid Federal Firearms License (FFL)

¥ Name of Businessindividualicorporation

¥ FFL expiration dale or date from the Letler of Continuing Authorization (LOA) [Lga sformation]
+ Physical address

¥ Business e-mail address

+ Telephone number

+ Facsimile number (if applicable)

* Name of 8 contact person (The contad person's name appears on e Firearms Shipment Approval leler generabed by
CFLG)

It you have 3l the required information. please press the "Continue™ Duthon (o proceed.

Figure 3 - Enroll in CFLC

State af California =

* Indicatas Required Field March 05, 2009

Enroll in California Firearms Licensee Check (CFLC)

Type the verification code shown below in the text field beneath it
Enter the code exactly as shown, induding one space between the two

parts of the code.
Will 1 bave to tras o verfication sods svery bime
lzain Bo bhid sitem?

w W-Mi - C. m il ¥

$8 illion o

nu.’l o -

| ] =

“ Business Hame Enrollee Exp Date (LOAY whitis g L1007

I {lermat: mmadhnny]
I yore FFL s doegeried @nd you hires &5 LOA, this fald i
e

“Federal Firearms Licensa FFL Type “FFL Exp Date

i i  m— r

ol Sy

" Physical Address City State IL

Confirm Business Email Addres * Tekephone *Fax Machine? *Fax
| | F ves © o
foemat PREZIZIIN [oemas B1EZZTIIIH
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Entering Enrollment Information

Step 1. Enter the Verification Code

e The letters displayed are generated by CAPTCHA and displayed in different fonts in a
distorted format. The code must be entered exactly as shown, including one space
between the two parts of the code.

« For additional information about the verification code and CAPTCHA, you can select
one of the three (3) questions displayed to the right of the verification code box.
The application will display the About Our Use of CAPTCHA pop-up, shown in Figure
4.

o After reviewing this information about CAPTCHA, click 'Close’ to return to the Enroll
in CFLC page.

Figure 4 - About Our Use of CAPTCHA pop-up

CLOSE [X] =l

About Our Use of CAPITCHA

Will | have to type a verification code every time | log in to this system?
Mao. We only require this verification code during the enroliment process

Why are you requiring a verification code (CAPTCHA)?
Verification Codes help prevent unwanted spam from automated programs or
"bots” written to generate spam

CAPTCHA is a security tool that can tell whether the user is human or a T
computer. No computer program can read distorted text as well as humans can,
50 bats cannot navigate sites protected by CAPTCHAS.

If you're not sure what the code is, make your best guess. If you're incorrect,
you'll get another chance to enter a different code.

What if | can’t see the characters?

Vision Impaired users

If you were unable to view the verification code characters on the enrollment
page due to reduced vision or vision impairment, please click on the JEEN audio
link in the ReCaptcha box to hear a set of digits that can be entered instead of
the wisual challenge

I =l
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Step 2. Enter Enrollee Information

Enter information for each mandatory (also known as "required") field. Mandatory
fields have a red asterisk (*) to the immediate left of their field label text.

Enter your Business Name

Enter your FFL Number. FFL Types 03 and 06 are not allowed to enroll in the CFLC
application.

Enter the FFL Expiration Date. The FFL Expiration Date must be a future date unless
you are operating under an ATF LOA extension and a valid Enrollee Expiration Date
is entered as described next.

If you are currently operating under an ATF LOA extension, enter the expiration
date of your extension in the Enrollee Expiration Date (LOA) field. This must be a
future date and cannot be more than 6 months later than the current date.

Enter the Physical Address information. It cannot be all numbers.

Enter the Zip Code. The City and State values will be determined by the Zip Code
entered and populated by the application.

Enter a Business Email Address and enter it again to confirm it. The email address
must contain an @ character. An email address is required for self-enrollment. If
you do not have one, contact DOJ to have a representative enroll you in the
application.

Enter the Telephone Number and Fax Number. If the business does not have a fax
machine then the "Fax Machine?" option can be marked 'No’, and the Fax Number
field left blank. The Area Code and Phone Prefix cannot be all zeroes.

Enter the First and Last Name of a primary contact person for the business. This
name will be shown on the Firearms Shipment Verification letter. (See Firearms
Shipment Verification Request section).

Click the 'Submit' button.

The FFL number entered on the Enroll in CFLC page will be validated by the CFLC
application and the Pending CFLC Enroliment Confirmation page will be displayed.

If the FFL number is valid, continue to Step 3, Confirming Enroliment Information.
If the FFL number is not valid, you will not be allowed to enroll. The following
message will be displayed, "FFL Number is Invalid, please verify that it has been
entered correctly or check with ATF regarding the status of your FFL." To correct
any information, click the 'Edit' button. The application returns to the Enroll in CFLC
page. You must enter another verification code and then make any changes.

Step 3. Confirming Enrolliment Information

Once the Enrollee information has been validated, the application will display the
Enrollment Confirmation page as shown in Figure 5.

Review the Enrollee information to make sure it is correct.

If the information is correct, select the checkbox at the bottom of the page to
confirm the information submitted for enrollment in the CFLC application is correct,
then click the 'Submit’ button to complete the confirmation.

15



« If there is incorrect information, click the 'Edit' button to return to the Enroliment
page or the 'Cancel' button to cancel the enrollment activity. The application returns
to the Log In to CFLC page. You must enter another verification code and then
make any changes.

Figure 5 - Enrollment Confirmation Page

_f’ﬁﬂh’\ Officeof the
e - 5 Attorney General

State of Califernia « Department of Justice » Edmund G, Brown Jr., Attorney General
AG HOME PAGE CONTACT WS HELPE

" Indicates Required Field March 05, 2005

Pending CFLC Enrollment Confirmation

SHP TO CORTENT

Business Hamea LOWA Exp. Date

Federal Firearms Lcense FFL Type Expiration Date
TYPE 01 DEALER I FIREARMS 0501 200%

Physical Address City State Ip
SACRAMENTO CA

Business Email Address Tedephane Fax

Contact Person Last Name Contact Person First Rame Edit

*1jwe confirm that the above information submitted for enroliment in the CFLC System is correct. |

[ submit || cCancal

Step 4. Acknowledge the Enrollment

Once the confirmation has been submitted, the application will display the Pending
CFLC Enrollment Confirmation/Acknowledgement page containing three statements that
must be acknowledged to complete the enroliment of the Firearms Shipper in the CFLC
application. See Figure 6.

e Check the checkbox at the bottom of the page to acknowledge the three (3)
statements displayed.

« When the acknowledgement check box is checked, the application will display your
CFLC User ID which is the first 3 and last 5 digits of your FFL Number. 1t will also
display fields to enter and confirm your Password as shown in Figure 7.

« Enter a Password and then re-enter it. Passwords must contain 8 characters with
one upper case letter, one lower case letter and one number.

e Click the 'Submit' button to complete the enrollment and the Login page is displayed
with a confirmation message as shown in Figure 8.

16



Figure 6 - Enrollment Acknowledgement Page

Pending CFLC Enrollment Confirmation

& California law requires a umique Department of Justice (DOJ) verification number to be obtained for each
and every shipment of frearms to a Calfornia Federal Frearms Licensee (FFL).

& Whenever a verification number & isswed approving a shpment of frearms to an FFL in Calfornia, that
venfication nurmier must be provided to the recpeent FFL along with the frearms shpment, IF the
ntended Calfornia FFL recpient & pot ted in the DOY's database, the transaction vl resuk n a Do Not

Ship Letter, and t & a crme for the ntended recpent to recewve the frearms. {Penal Code § 12083
subd. (e){1).}

&t & unlavefud to ship frearms to an FFL n Calfornia who & not ksted on etther DOY's Centralzed List of
frearms dealers or DOT's Centralized List of exempt FFLs. (Penal Code § 12083, subd. (d)(1).)

State of California « Department of

VERSION

March 05, 2005

Pending CFLC Enrollment Confirmation

b Calfornia law requires a unique Department of Justice (DOJ) verification number to be obtaned for each
and every shpment of firearms to a Calfornia Federal Frearms Licensee (FFL).

Aowhenever a verfication number is ssued approving a shipment of frearms to an FFL n Calfornia, that
verdfication number must be provided to the recpient FRL slang with the firearms shipment, If the
ntended Calfornia FFL recipient & not isted n the DOX's database, the transaction wil resuk n a Do Not

Ship Letter, and £ & a crme for the mtended recpent to recenve the firearms. (Penal Code § 12083
subd, (e)(1).)

A1t s unlawful ta shp frearms to an FFL i Calfornia who i nat ksted on ether DOTs Centrakzed List of
firearms deakers or DOT's Centralized List of exempt FFLs, (Penal Code § 12083, subd, (d){1).)

Your CFLC User ID i3 s
{thi fral 3 and et S digle of your FFL number)

Estabdsh Password:
* Pagswrord “Re-enter Password

Password format:

 must ba 8 characters

* Sk COREER 3T last 0NE UPpErcase
alpha (A-Z)

® musk contain at last one kwarcase
alpha {a-2)

* must contain at least one numernc
charactar

» specil charactess are optional but
recommeanded

[ swbme || cancel |
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Figure 8 - Login page with Enrollment Confirmation message
o SHETO CONTENT =]

« Your CFLC enraliment i3 complile Bar FFL Numbes o &

o You may new 1ag in fo CFLC 1o abbsin venlcation appeoval numbers

Log In to California Firearms Licensee Check (CFLC)

Hat yet enrolled in CFLC?
ot s s e (ERBOUNGHE)

Enrpllad CFLT users [ Lagin and Paaswosd inlommation|
*Lowgin: JEN (frst 3 e land S digis of FFL momber)
W -0 - X - N - [ESEE

I Fargel Passwerd? [Vigw ingructioes]

Please chok bufions oody once. Mulliple chcis will delay processing

Submit || Clear Farm |

E
= il i i i i Rl BN

After completing the enrollment process, the CFLC application will send an email
message containing the Login ID and Password entered to the Business Email Address

entered during enrollment as shown in Figure 9.

Figure 9 - Email Message with Login ID and Password
From: California Fireanms Licenses Check Systens <cflo@dal.ca,gov SIZ71 2005 4:08 FM

Toz DOMFLE PO _FDDOMCIBFDebda) ca. gorv
Subject: Mew CFLC Account:

Four resw CPLC account s bessn crasked.

Your Login BDis: 15400102
Your Password is:  DOXAc2

This is & Sysbem generstead a-mail. Do nok repiy.

18



Using CFLC (once enrolled)
Logging in to CFLC

Navigate using a recommended Internet browser to the CFLC URL. The CFLC
application login page is displayed as shown in Figure 10.

Figure 10 - CFLC Login page
45 % Officeof he
Rl . Attorney General

State of California = Department of Justice = Edmund G. Brown Jr., Attorney General
AG HOME PAGE CONTACT US HEEP
* Indicates Required Field March 05, 2009

Log In to California Firearms Licensee Check (CFLC)

‘B Informational messages such as those conceming planned system downtime or new features will be
displayed here when appropnate

Hat yet enrolled in CFLCY

If you harve nof already enrolled, please | ENROLL IN GELG |

Enrpliad CFLT users i Login and Passsosd inlormansan]

* Lowpiin 100 ifiest 3 anad Aaat S dizls of FFL furmbar

e e
1

AT -0 - 00 - N - [(HE3EE

Fonget Passwerd? [iew ingrucices

Fease chok butions ooy onoe. Mulliple chcis will delay processing
Submit || Clear Form |

Dore [ T | b Inbermet + 100% -

You must have already enrolled in CFLC to log in. Enrollment instructions are detailed in
the Enroll in CFLC section.

Enter your User ID and Password and click the 'Submit’ button. Note that the Login ID
is the first 3 and last 5 characters of your FFL Number. The CFLC Main Menu page is
displayed as shown in Figure 11. Note that the Main Menu page will display different
menu options based on the Enrollee Status as described in Updating Enrollee
Information section.

o For more detail regarding requesting a firearms shipment notification see Request
Firearms Shipment Verification

« For more detail regarding updating your enrollee information see Updating Enrollee
Information

» For more detail regarding changing your password see Change Password

19



Flgure 11 - CFLC Main Menu for a Valid Enrollee

State of Califernia « Department of Justice E-:Irnund G. Brown Jr., Attorney General

CONTACT US HELP  LOGOFF

Requiest Firearms

Shipment Verification DE]‘JE rtment of Justice

Upeate Enrolles Bureau of Firearms

Information
Change Password

Search Firearms
Verfication Requests

Cancel Shipmnt
Modify Shipment California Firearms
Licensee Check (CFLC)

If you need additional instructions understanding the Login ID and Password, click the
"View Login and Password Information™ link. The instructions will be displayed on the
screen as shown in Figure 12. Click the 'Hide Login and Password information' link to

remove the instructions from the page at any time.

Flgure 12 - CFLC Login Page with Login ID and Password information displayed

tate of Califarnia « Department of Justice = Edmund G. Brown Jr., Allarney General

| AG HOME PAGE ER 108 CORTACT US  HELP

* Indicates Required Field March 05, 2009

Log In to California Firearms Licensee Check (CFLC)

i Not yet enralled in CFLC?

Emﬁd cﬂ.l: LSS [Mige Login snd Panawcnd informcicn]

Login I - This ks the ID Tor your CFLC user ccount Youwr Login 1D is ;e Srs1hree and
Izstfive numbers of your FFL nuemiber,

Pagaword - If vous hiné already enrdglled 4% 3 CFLC usen, you hdwé oréabed 3 passwidd
2 access your account Fasswords must be B characters and miust comlain 2l least
one uppercase alpha, atleast one lowarcase slpha and at least one numeric charader.
Spedal characlers are optional but racommended.

* Logir ID (st 3 and sl 5 Sgis of FFL number)
- -0 - N - -
SN - oo - - X - [ESES]
* Password

| Fergo!l Pessword? [Vigs inpructicny]

Penss chck butions only once. Imhpt chcks wil defay processing
Submit || Clear Form |
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Forgotten Password

1. If you forgot your password, select the 'View instructions' link on the Login page
next to the Password field. The "forgot password" instructions will be displayed on
the screen as shown in Figure 13.

2. Click the 'Request Password' link in the forgot password instructions text.

e If you had previously entered your Business Email Address in your enrollment
information, the application will display a message indicating a new Password
has been emailed to you as shown in Figure 14. The email message is shown in
Figure 15. This is a temporary password that is only valid for 24 hours.

« If you do not have a Business Email Address entered in your enrollment
information, the application will display a message instructing you to call DOJ to
establish an email address and CFLC password, as shown in Figure 16.

e Click the 'Hide instructions' link at any time to remove the "forgot password"
instructions from the page.

Flgure 13 - Forgot Password Instructions

7% Officesfrhe
R . B Attorney General

State of California = Department of Justice = Edmund G, Brown Jr., Attormey General
AG HOME PAGE CONTALCT US HELFP
March 05, 2009

* Indicates Required Field

Log In to California Firearms Licensee Check (CFLC)

Hat yet envolled in CFLC?

W you have ol already enrolled. please M

Enrolled CFLEC usérs Wi Login and Paaswond informaticn]
* Lewgiii TD¥ | first las

s o1 FFL rasmber
I_ WA - WK - K-

ANERET - 000 - - 000 - S

Enter Login 1D, then Bequest Pagswond

Adddional instrctions 11" b'! 5?"11 |l'.'l the emad address asacciated wilth your
CFLC user accoun

HOTE: H youwt CFLC accown dois nod have an emal addiess assocsaled with i
conkact the Burean of Firearms fviesw Contact Lis lnk aboe)

Pieass choll Butiona ooly once. Bulliple clcis will deliy processing

Submit || Clear Form |

i Intermet LI = o
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Figure 14 - Message indicating a Password was emailed

WVERSIOH

* Indicates Required Field

® The new password has besn emailed to you,

Log In to California Firearms Licensee Check (CFLC)

éWﬂmIMMEFLC?

ouron e, vt e (BEQUNGHE) s

Enrodled CFLC users [sfbaes Liogiies el Pt irsiorrmition

*Login D (frat 3 and last § dgits of FFL rumber)
B 0ok - 0 - X - 2E
* Password

I Forgol Password T [ ingryotiges]

Please chol Bufions ooty once Wuliple cicis wil deliy processng

[ Crrr T = THiom -

Figure 15 - Email message with new Password
|l Fron Cafomis Froanms Licenses Check System <cfiofda|. ca. gov 5/25] 2008 49:00 AM
|

Toew DOVCFUC PO FIUIOMCTEFDMp. 4 e
Subjects Temporary CFLC Padiewrd

Yionar rw bemponary patewond u: VISl
| Thes passeecrd b5 vk only for thes rect 24 hours. Whisn you use this password to log in bo the OFLC syshem you vall ke reguined to cresbe & new passwond.
Thes ks & system geressted e-mad. Donot reply,
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Figure 16 - Message indicating no email address on record

'--,1_: OfﬁCE@f!‘bﬂ SHPTOCONTENT =
b B Attorney General

~ State of California = Department of Justice = Edmund G, Brown Jr., Attorney General

AG HOME PAGE
* Indicates Required Field

CONTACT US  HELP
March 05, 2009

Tha Califormia Dapartmant of Justica {001} does not have an e-mail address on record for this FFL,
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Logging into CFLC Using Temporary Password

1. After receiving your temporary password, navigate to the CFLC Login Page using a
recommended internet browser.

2. Enter your CFLC Login ID and the temporary password from the email message and
click the 'Submit' button. The Change Password page will be displayed. You must
create a new password to replace the application-generated temporary password

within 24 hours of receiving the temporary password email message. The Change
Password function is described in the Change Password section.
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Firearms Shipment Verification Request

N=py You must be logged in to CFLC to request a firearms shipment verification. See
"Logging in to CFLC" for more information.

1. On the application Main Menu page, click the 'Request Firearms Shipment
Verification' link. The application displays the Firearms Shipment Verification
Request page as shown in Figure 17.

Figure 17 - Firearms Shipment Verification Request page
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ke B Attorney General
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Firearms Shipment Verification Request
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*Mumber of weapons to be shipped
Handguns Long Gung

“Shipment Invoice Humber

Submit ||  Claar | Mam Menu |

2. Enter the California DOJ Centralized List (CL) Number of the intended recipient of
the firearms shipment. You can get the CL Number from the shipment recipient
California FFL.

« If you need more information about the Shipment Recipient CL Number, click the
"View CL Number information’ link to the right of the field (see Figure 17, above).
The information will be displayed as shown in Figure 18, and the name of the
link changes to 'Hide CL Number information'.

e Click the 'Hide CL Number information’ link at any time to remove the
information from the screen.
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Figure 18 - CL Number Information displayed
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3. Enter the number of Handguns and number of Long Guns to be included in the
shipment. A number of at least one of more must be entered into one of these
fields.

4. Enter the Shipment Invoice number.

5. Click the 'Submit’ button to perform the Verification request. The application
searches the CFLC application for the CL Number of the intended recipient of the
firearms shipment to verify the recipient is registered in the Centralized List (CL).

6. You may also click the 'Clear’ button to clear the entered data from the fields or the
'Main Menu' button to cancel the Verification Request and return to the main menu

page.

Verifying Shipment Recipient CL Number

The CL verification request process can result in a match, no match, or a wrong CL
match.

1. If the Shipment Recipient is not found in the Centralized List, the application will
display an error message as shown in Figure 19. If you receive this error message,
DO NOT SHIP firearms to the intended recipient. Contact the intended recipient to
obtain the correct CL number.
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Flgure 19 - Recipient cannot be found in the Centralized List Error
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2. If the Shipment Recipient is found in the Centralized List, a Verification Request
Confirmation page is displayed as shown in Figure 20.

Flgure 20 - Verification Request Confirmation page

Officeof the e
Attorney General

State of California « Department of Justice « Edmund G. Brawn Jr., Altodney General

Al HOME PAGE CONTACT s HELP LOGHFF
" lmdicates Fequised Fald L M ch O, FHH

Verification Request Confirmation

L Panmibesr ICL Ty
FIREAEMG DEALER S dF
Bl Mama
Flpuica Ackdeess City Doty State Fip

LA ANGEUES oA MR

*Subject Yerllication
i T FPL lirilifed abutrve i e domecl dbgedt af finy wedficalion el
i The FFL lentified shenve i reot the commect wibgect of sy venfcstion regueit,

. .

3. If the Firearms Dealer, Firearms Manufacturer, or Exempt FFL is the intended
recipient, check the radio button preceding the statement "The FFL identified above
is the correct subject of my verification request”, then click the 'Submit’ button. The
CFLC application will verify the status of the intended recipient's CL and display the
appropriate shipment letter. Refer to Verifying Status of Shipment Recipient CL
Number for more information and shipment letters.

4. If the Firearms Dealer, Firearms Manufacturer, or Exempt FFL is not your intended
recipient, check the radio button preceding the statement "The FFL identified above
IS not the correct subject of my verification request.” A verification request
cancelled message is displayed as shown in Figure 21.
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5. At this point you can click the 'Clear' button to enter a different CL Number or Logoff
to exit the CFLC application.

Figure 21 - Verification Request Cancelled message
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Verifying Status of Shipment Recipient CL Number

The CFLC application verifies the Centralized List Status of the intended
Shipment Recipient.

« If the intended Recipient's CL Status is "Inactive”, a Do Not Ship Order letter is
displayed as shown in Figure 22.
a. Click the 'Print’ button to print the letter to retain for your records.
b. Click the 'Return’ button to return to the Verification Request page.

Figure 22 - Do Not Ship Order Letter

CALIFORNIA DEPARTMENT OF JUSTICE
BUREALU OF FIREARMS

FIREARMS LICENSING AND PERMITS UNIT

California Firearms Licensee Check System

DO NOT SHIP

05/28/2008

TEST DONCFLC

CADOJ CFLC TEST BUSINESS #2
123 SECOND STREET
SACRAMENTO CaA 95820

Shipper Invoice Number: PPPO00099989
Do Not Ship Order Number: DS08000674

Thank you for your inquiry to the California Firearms Licensee Check System (CFLC)
regarding your proposed shipment of 34 handgun(s) and 37 long gun(s) to Federal Fircarms
Licenzee (FFL) DIVERSIFIED SECURITY SYSTEMS, 2281 W 205TH 8T, S8TE 102,
TORRANCE, CA 90501,

Az of this date, this FFL does not meet the requirements for the Centralized List set forth in
Calilormia Penal Code Section 12083 and, therefore, does not qualify to receive shipments of
fircarms, Consequently, 2 D0OJ fircarms shipment Verification Approval Number cannot be
issved regarding this shipment. Do not ship firearms to this FFL. It is a crime for you to ship
fircarms to this FFL without a DOJ Verification Approval Number. (Penal Cods, §12072 subd.
{2}.) It would also be a crime for this FFL to import or receive firearms in California, unless the
FFL meets the requirements for the Centralized List (Penal Code, §12083, subd. (c)(1).)

If you have any questions regarding this communication, please contaet the Firearms Licensing
and Permits Unit at (916) 263-8100,
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o If the recipient is "Active" in the Centralized List, a Firearms Shipment Approval
letter is displayed as shown in Figure 23.
a. Click the 'Print' button to print the letter. Include one copy of the Firearms
Shipment Approval letter with your shipment and retain a copy for your records.
b. Click the 'Return’ button to return to the Verification Request page.

Figure 23 - Firearms Shipment Approval Letter

CALIFORNIA DEPARTMENT OF JUSTICE
BUREAL OF FIREARMS

FIREARMS LICENSING AND PERMITS UNIT

California Firearms Licensee Check System

Firearms Shipment
Approval

05/28/2008

TEST DOJCFLC

CADOI CFLC TEST BUSINESS #2
123 SECOND STREET
SACRAMENTO CA 95820

Shipper Invoice Number: DDDO0009ST
DO Verification Approval Number: AS08000673

Thank you for your inguiry to the California Firearms Licensee Check System (CFLC)
regarding California Centralized List of Firearms Licensee number 11928, CULVER'S
SPORTING GOODS, 156 8 MAIN ST, BISHOP, CA 93514 in conjunction with your
proposed shipment of 34 handgun(s) and 10 long gunis) to this licensee.

As of this date, this California licensee satisfies the requirements of California Penal Code
section 12083 and qualifies to receive handguns andfor long guns from other federal firearms
licensces. Please note that California Penal Code requires all persons on the Centralized List of
Exempt Federal Firearms Licensees to maintain DOJ Verification Approval Numbers
corresponding to received firearms for three years. Please print and include a copy of this
approval notice with your firearms shipment to this California licensee.

If you have any questions regarding this communication, please contact the Firearms Licensing
and Permits Unit at (916) 263-8100,
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Overview of Enrollee Status

After successfully logging in to the CFLC application, as described in Logging in to
CFLC, the CFLC Main Menu page will display different menu options based on your
Enrollee Status, as described below.

1.

If your CFLC Enrollee Status is "Valid", the CFLC Main Menu page will provide the
'Request Firearms Shipment Verification', 'Update Enrollee Information' and
'Search Firearms Verification Requests' menu options. A valid status means your
FFL is not expired, or if it is expired, you are operating on a LOA from ATF.

Instructions for updating a valid enrollee are described in more detail under the
subheading Update Enrollee Information - Enrollee Status 'Valid'. Select the
Update Enrollee Information menu option. The application will display the
Update Enrollee Information page shown in Figure 24.

Figure 24 - CFLC Main Menu for a Valid Enrollee

- "“"1“ OfﬁEEafrfm KIP TO CONTENT

; Attorney General

State of California « Department of Justice « Edmund G. Brown Jr., Attorney General

AG HOME PAGE CONTACT US HELP LOGOFF
m User: March 05, 2009
Requuest Firearms )
Shipment Verification Department of Justice
S Bureau of Firearms

2.

Information
Change Password

Search Firearms
Verification Requests

Cancel Shipmant

Modity Shipment California Firearms

Licensee Check (CFLC)

If your CFLC Enrollee Status is "Expired" and you have already been extended for
the current license period under a LOA from ATF, the CFLC Main Menu will provide
the menu option 'FFL Renewal' as shown in Figure 25. You will not be allowed to
request firearms shipment verifications. Instructions for entering an FFL Renewal are
described under the subheading Update Enrollee Information - Enrollee Status
'Expired’, Renew FFL.
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Flgure 25 - CFLC Main Menu when Expired with an ATF Extension

7%, Officeofihe
& Attorney General

State of California « Department of Justice « Edmund G. Brown Jr., Attorney General
CONTACT US HELP  LOGOFF

FFL Renewal
Yaur FFL status 15 axpired.

To renew your FFL, select FFL Renewal and enter a new FFL number and FFL
Search Firearms Expiraticn Date on the Update Enrollee [nformation screen,
Venificaton Requests . b

Cancel Shiprmem
Moty Shipment

Change Password

California Firearms
Licensee Check (CFLC)

3. If your CFLC Enrollee Status is "Expired” and you have not already been extended
for the current license period under a LOA from ATF, the CFLC Main Menu will
provide the 'FFL Renewal' and 'FFL Extension' menu options as shown in Figure 26.
You will not be allowed to request firearms shipment verifications. Instructions for
entering an FFL LOA are described in Update Enrollee Information - Enrollee Status

'Expired’, FFL Entension.

Flgure 26 - CFLC Main Menu when Expired without an ATF Extension

 Officeofthe
- Attorney General

State of California « Department of Justice « Edmund G. Brown Jr., Attorney General
CONTACT US HELP  LOGOFF

FFL Renewal .
Your FFL status is expired.

FFL Extension To renew your FFL, select FFL Renewal and enter a new FFL number and FFL
Expiration Date on the Update Enrollee Information screen.

Change Password
To extand your FFL, select FFL Extension and enter the date of ATF Letter of

Search Firearms Authonzaton (LOA)" in the Enrollee Exp, Date Field on the Update Enrolles
Verification Requests Information screan.

Cancel Shiprmaem
Moty Shipment

* You must also fax a copy of the ATF Letter to {916) 262-0790 or e-mail a
copy to dojefle@do).ca.goy

Licensee Check (CFLC) i
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4. If your CFLC Enrollee Status is "Revoked", the CFLC Main Menu will provide the
Update Enrollee Information link as shown in Figure 27, but when 'Update Enrollee
Information' is selected, the Update Enrollee Information page is displayed as read-
only as shown in Update Enrollee Information - Enrollee Status 'Revoked'. You will
not be allowed to request firearms shipment verifications.

In all cases the Change Password link is provided. For more information, see Change
Password. Additionally, in all cases, the 'Search Firearms Verification Requests' link
is provided. For more information, see Search Firearms Shipment Verification
Requests.

Figure 27 - CFLC Main Menu for a Revoked Enrollee

' O‘fﬁceafﬁﬁ, P HT
B Attorney General

State of California « Department of Justice « Edmund G. Brown Jr., Attorney General
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Change Password Bureau of Firearms

Search Firearms
Verification Requests

Cancel Shiprment

Modify Shipment

California Firearms
Licensee Check (CFLC)
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Update Enrollee Information

Enrollee Status 'Valid'

1.

N

Select the 'Update Enrollee Information' option on the CFLC Main Menu page. The
CFLC application will display the ‘Update Enrollee Information’ page as shown in
Figure 28. The Enrollee Status is "Valid" and read-only. All other fields may be
modified. The 'Enrollee Expiration Date' may be greater than or equal to the 'FFL
Expiration Date' and is displayed as read-only.

The 'Business Name' may be modified

The 'FFL Number' may be modified. The 'FFL Type' cannot be Type 03 or 06 as
these FFL Types cannot be enrolled in the CFLC application and will result in an
error message.

If the 'FFL Number" is modified, the 'FFL Expiration Date' must be updated to
match the expiration date as it appears on your FFL. The 'FFL Expiration Date'
must be a future date or an error message will be displayed.

The 'Physical Address’ may be modified. It cannot be all numbers. The 'City' and
‘State’ values will be determined by the 'Zip Code' entered and populated by the
application.

The 'Business Email Address' may be modified. It must contain an @ character.
If the 'Business Email Address' is modified, the 'Confirm Business Email Address'
must also be modified to match the updated 'Business Email Address'.

The 'Telephone' and 'Fax’ numbers may be modified. If the business does not
have a fax machine then the 'Fax Machine?' option can be marked "No", and the
'Fax' number field left blank. The area code and prefix of the telephone number
and fax number cannot be all zeroes.

The 'Contact Person Last Name' and 'Contact Person First Name' may be
modified.

Click the 'Submit' button.
If the FFL Expiration Date was modified the CFLC application will set the Enrollee
Expiration Date equal to the FFL Expiration Date.
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Figure 28 - Update Enrollee Information page for a Valid Enrollee
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Enrollee Status 'Expired’, Renew FFL

1. Select the 'FFL Renewal' option on the CFLC Main Menu page. The CFLC application
will display the 'Update Enrollee Information’' page for FFL Renewal as shown in
Figure 29.

« All fields will be read-only except the FFL Number and the FFL Expiration Date.

« If the Enrollee Expiration date is greater than the FFL Expiration Date, then the
Enrollee has been extended at least once.

« If the Enrollee Expiration date is equal to the FFL Expiration Date then the
Enrollee has not been extended for this license period.

2. Update the FFL Number. The FFL Type cannot be Type 03 or 06 as these FFL Types
cannot be enrolled in the CFLC application and will result in an error message.

3. Update the FFL Expiration Date as it appears on your FFL. The FFL Expiration Date

must be a future date or an error message will be displayed.

Click the Submit button.

The CFLC application will set the Enrollee Expiration Date equal to the updated FFL

Expiration Date.

6. The CFLC application will change the Enrollee Status to "Valid" and re-display the
'‘Update Enrollee Information’ page so other fields can be modified.

o1k

34



Figure 29 - FFL Renewal page for Expired Enrollee
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Enrollee Status 'Expired’, FFL Entension

1. When the Enrollee Status is "Expired” and the Enrollee Expiration Date has not been
extended for this License Period, select the 'FFL Extension' Main Menu option. The
CFLC application will display the 'Update Enrollee Information' page for FFL
Extension as shown in Figure 30.

« All fields will be read-only except the Enrollee Expiration Date.
e The Enrollee Expiration Date is equal to the FFL Expiration Date since it has not
been extended for this license period.

2. Update the Enrollee Expiration Date to a date greater than the current date, but no
more than 6 months from the current date, to provide an extension.

3. Click the 'Submit' button.

4. The System will change the Enrollee Status to "Valid" and re-display the '‘Update
Enrollee Information' page so other fields can be modified as shown in Figure 28,
above.

35



Figure 30 - FFL Extension for Expired Enrollee
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Enrollee Status 'Revoked"

If your FFL is Revoked the CFLC Main Menu will display the Update Enrollee Information
and Change Password menu options. The Update Enrollee Information page will display
as read-only, as shown in Figure 31. If your CFLC status is also revoked when your FFL
is revoked, you will not be able to obtain shipment approval letters.

Figure 31 Update Enrollee Information page for a Revoked Enrollee
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Click 'Logoff' to exit the CFLC application.
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Change Password

1. Navigate using a recommended Internet browser to the CFLC URL and log in. See
Logging in to CFLC for more detail.
From the Main Menu, select the '‘Change Password' link.
The application displays the Change Password page as shown in Figure 32.
4. Enter a new Password and then re-enter the same Password again and click the
'‘Submit' button.
e If the passwords do not match or conform to the password content
requirements, an error message will be displayed.
o If the password matches, the application displays the Main Menu page with a
confirmation that the Password has been changed.
5. You may also click the ‘Cancel' button to return to the CFLC Main Menu page.

w N

7
State af Califernia = Department of Juitice s Edmund G. Brawn Jr., Attarney General

AG HOME PAGE CONTACT U5 HELP LOGOFF

* Indicates Required Field [T H | Barch 05, 2009

Change Password
=B Passwonrd “Re-enber Hew Passwond

Fasgword formal:

= must be 8 chaacters

* gt contan at Badt ong uppercase apha (A-Z)
« must contan at least one lowercase alpha (a-7)
& gt contan at kast one numenc character

= specil characters are optional but recommended
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Search Firearms Shipment Verification Requests

You must be logged in to CFLC to request a firearms shipment verification. See
Logglng in to CFLC for more information.

As an enrollee in CFLC, you can retrieve information on Verification Approvals that you
have requested for firearms shipments using the Verification Approval Number,
Shipment Invoice Number, Shipment Recipient’s Business Name, or CL Number. The
application will query for Verification Requests exactly matching the entered search
criteria and return a list of all matching results. You can print the search results or
reprint the Firearms Shipment Approval letter.

On the application Main Menu page, click the 'Search Firearms Shipment Verification
Requests' link. The application displays the Query Verification Requests Page as shown
in Figure 33.

Flgure 33 Query Verification Requests page

SR T COMTENT
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Query Verification Requests

Verification kumber  From Date To Date Shipment Inwoice Sumbser
I
Recipient CL Number Recipient's Busivess Name

Search __ Claar Main Mans

Enter search criteria values:
o Verification Number only (No partial search allowed)
e From Date / To Date (No partial search allowed)
e Shipment Invoice Number
e Recipient’s CL # (No partial search allowed)
e Recipient’s Business Name

If you do not enter any search criteria values, the system displays an error message
indicating at least one search criteria value must be entered.

38



Searching by Verification Number Only

1.

On the Query Verification Requests page, enter the entire Verification Number, then
click the 'Search' button.

o Partial searches on Verification Number are not permitted

« Verification Number cannot be combined with any other search criteria

Searching by Date

1.

On the Query Verification Requests page, enter the date range using the format
MMDDYYYY.

e You must enter a 'From Date' and a 'To Date'

e To query on a single date, enter the same date in both fields

e« The 'To Date' cannot be a date in the future from the current date

Optionally, enter additional search criteria (except a 'Verification Number', which
cannot be combined with any other criteria).

Searching by All or Partial Shipment Invoice Number or Name

1.

On the Query Verification Requests page, enter all or part of a name in the

Recipient's Business Name field and/or all of an invoice number in Shipment Invoice

Number field.

o Partial searches are not permitted on the 'Verification Number', 'From Date', 'To
Date' or 'Recipient’'s CL Number

Optionally, enter additional search criteria (except a 'Verification Number', which
cannot be combined with any other criteria).

Searching by Recipient CL Number

1.

On the Query Verification Requests page, enter the five-digit Recipient's CL Number.
o Partial searches are not permitted on Recipient's CL Number
« Do not enter a Recipient Business Name

Optionally, enter additional search criteria (except a 'Verification Number', which
cannot be combined with any other criteria).
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Submitting the Query

Once you have entered the search criteria desired, click the 'Search' button to perform
the query. The CFLC application searches for all Verification Requests that include data
matching all of the entered search criteria and displays the results as shown in Figure 34.

o If the search results in no matching Verification Requests being found, the
application displays a message indicating no records were found as shown in
Figure 35.

Flure 34 - Query Verification Requests — Results Page
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Flure 35 - Query Verification Requests — No match Found
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Viewing the Firearms Shipment Approval Letter

To view the Firearms Shipment Approval, select the Verification Number link as shown
in Figure 34, above. The application displays the Firearms Shipment Approval Letter as
shown in Figure 36.

e Click the 'Print’' button to print the letter
e Click the 'Return’ button to return to the Query Verification Requests — Results

page
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Figure 36 - Firearms Shipment Approval Letter

CALIFORNLA DEPARTMENT OF JUSTICE
BUREAU OF FIREARMS
FIREARMS LICENSING AND PERMITS UNIT
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FIME AND SPORTS
4745 BROADWAT
SACEAMENTD, CA 95326

A5 of this date, thes Califormnia licenses satisties the requrements of Califormia Penal Code section 12083 and qualifies to recerva
hendguns md’or long guns from other Eederal firearms licansass Please note that Califorrua Penal Code requares all persons on the
Centralized List of Exerrpt Federal Firearms Licensees to maintam DOJ Venfication Approval Murmbers correspending bo receiped
firearms for three years

Thiz Letter iz provided = a convenience and does not have bo be inchided in the firearms shiprnent. However, the recipient of this shipment
rust hawve the DT Verification Approval Hurmber for their records

IE you have amy questions regarding this communication, please contact the Firearms Lacensing and Parmmuts Unat ak (914) 263-3100

[ |[ Rewm |

Exiting the CFLC Application

To properly exit the CFLC application please use the LOGOFF link (see Figure 37).
You are now logged out of the CFLC application, and the Log In page will be
displayed. Close the Internet Browser if desired.

Figure 46 - Log Off link

veLP CLosorE>
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Printing

All printing from the CFLC application will be to your local default printer, using the
Print button/icon or File>Print command in the browser.

Please refer to your computer system documentation for instructions on how to setup
and configure printers, if you do not already have a printer configured for use with your
system.

42



Glossary

BOF: Bureau of Firearms

C
CADOQJ: California Department of Justice
CFLC: California Firearms Licensee Check
CL: Centralized List

CL #: Centralized List Number. A five digit number that uniquely identifies a Firearms
Dealer, Firearms Manufacturer, or Exempt FFL in the Centralized List.

CL Number: Centralized List Number. A five digit number that uniquely identifies a
Firearms Dealer, Firearms Manufacturer, or Exempt FFL in the Centralized List.

D

DOJ: California Department of Justice

F

FFL: Federal Firearms License, or Federal Firearms Licensee, depending on usage

L

Listee: Refers to any or all Firearms Dealers, Firearms Manufacturers, or Exempt FFLs
in the Centralized List.

P

PDF: Portable Document Format. The file type used for report.

Pop-up window (pop-ups): An additional web browser window opened by a main
page.

U

URL: abbreviated form of "Uniform Resource Locator"”, the unique address for a file
that is accessible on the Internet
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